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Abstract

Information Governance provides a mechanism for ensuring reliable, dynamic content. As systems and
repositories evolve, roles and policies must also evolve to support overarching governance activities and
changing business goals. This paper outlines best practices for Information Governance.

Introduction to Information Governance

Information is one of an organization’s most important assets, and the sheer volume of information
available has grown exponentially since Alvin Toffler published the book Future Shock and coined the
phrase ‘information overload.” Although technology has also evolved, the volume of information available
and the rate at which it changes means that it is not enough to build large systems and store everything
without regard for its value or applicability - there is more raw information than people can process. While
technology is an enabling component of information management, it is not the whole solution. To focus
exclusively on the technology, without regard for governance and change management, can quickly turn
any repository into more of a burden than an asset - full of non-essential, outdated, and irrelevant content.

Governance provides the foundation for policies and procedures that resolve ambiguities, ensure
consistent decision-making, and establish a framework for shared goals supporting a long-term vision.
Governance is not merely a set of rules defining what cannot be done in a system. A good governance
strategy defines the roles and expectations of stakeholders so the information contained within a system
can grow sustainably. A robust information governance strategy considers:

¢ What information belongs in which systems
e How information is graduated to more official repositories

e Who is responsible for regulating each system and to what extent the systems should be
regulated

Anticipating the growth of an organization’s information and ensuring that it grows sustainably is greatly
aided by having a Governance Plan. A Governance Plan that is based on the four pillars of governance
used by Project Performance Corporation will provide a formalized and transparent process for the
governance process. The four pillars of governance include:

e Avalue statement

e Roles and responsibilities

e Policies and procedures

¢ Communications, education, and marketing plan

The Governance Plan should begin with a value statement that affirms the overall vision of the
organization, end user expectations, and any specific organizational goals relevant to the evolution of its
information assets. The plan should also include descriptions of the role and duties of each stakeholder
and it should describe in detail the activities involved in governance, mapped to individual roles. Finally, it
should describe how the plan will be advertised to stakeholders to ensure everyone is kept up-to-date on
expectations and aware of how he or she fits into the governance framework.
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Establishing a Governance Philosophy — Degree of Control

Governance must balance the needs of sustainability against service to the end user. It must ensure the
process is controlled without making change too difficult. Setting the right level of control for the type of
information is essential to the plan’s success. Loose controls may provide basic policies stating what
content can and cannot be published, provide flexible objectives and goals, and enable direct publishing
by individual contributors. Tighter governance may provide formal legal controls, spell out specific
objectives and strategy, and include an approval cycle by a site owner before content is published. How
any given environment or individual item should be controlled depends on several factors, including:

e What is the purpose of the information?

e How quickly and how often does it need to be changed?

e What is the risk if there is an error?

e How easy is it for users to find?

e How is it stored and retrieved?

e How redundant is the information?

e What metadata is available?

e What templates are used?
If publishing quickly and frequently is the priority (e.g., if it is important to be first to break a story,) then long
and involved review and approval processes interfere with the publishing need. Alternatively, if there is
significant risk should something inaccurate slip through, as when publishing a new policy, then tighter
controls would be appropriate to mitigate that risk at the expense of a quicker turnaround. Corporate culture
often views traditional environments, such as enterprise information systems, intranets, and extranets, as

requiring tight controls to ensure processes are well regulated. Loose governance controls and terms
proliferate and overlap until a major rework becomes necessary.

As new tools and technologies are incorporated into the enterprise - such as blogs, wikis, and other
collaboration and social media environments - the governance strategy, roles, and responsibilities must
also evolve. Blogs and wikis benefit from looser controls to encourage creativity. Once blogging and wiki
controls are tightened too much, contributions and readership will eventually drop off. Figure 1 shows how
different control levels may be applied to tools and technologies available today.
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Figure 1: Relative Control Levels for Different Tools
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The Content of an Effective Governance Plan

An effective Governance Plan should be written as plainly and generally as possible to make it easily
understood by a broad audience and it should include the four pillars of governance, as described in the
subsections below:

¢ Value statement
e Roles and responsibilities
e Policies and procedures

¢ Communications, education, and marketing plan

Pillar One: Value Statement

The value statement in the Governance Plan should clearly show the benefits of following the plan and
the potential risks of not following it. For example, without controls and oversight, content management
becomes difficult. Users may post content in the wrong places, making important information hard to find.
As more content is stored without archival and organizational strategy, important information can quickly
become buried under other, often less useful, content. Additionally, without review control, users may
accidentally post sensitive or incorrect information and metadata may be incorrect, making search results
meaningless.

Pillar Two: Roles and Responsibilities

An effective Governance Plan clearly identifies governance roles and responsibilities and ensures that
each person within an organization understands where he or she fits within the governance framework.
Governance roles add job responsibilities to the organization’s staff and require consideration of the
human and financial resources needed.

Once roles and responsibilities are established, they can be mapped to policies and procedures.
Governance best practices recommends the creation and formatting of individual content items by
Authors and Publishers, approval of content by a Review Board, oversight of the full body of content by a
Content Manager, and strategic direction provided by a Governance Board.

Content evolves through a lifecycle. Before anything is shared with a wider audience, there is a decision
to create an item, the draft information is created, and then the information is formatted and potentially
tagged so it fits the target environment. There may also be an approval cycle and a review and updating
cycle, and eventually the item may be removed, retired, or archived. Project Performance Corporation
(PPC) focuses on the resources necessary to maintain and manage enterprise information and we
understand that real people have the responsibility
and accountability to shepherd information through
this lifecycle

) m Governing Board -
As shown in Figure 2, governance roles cover
three major responsibilities: Vision, Maintenance, ’

Vision ensures decision-makers understand
where the organization is now, where it is going,
and how to get there with a high-level strategy

The Governance Board is a group of senior Suppoit e Publisher
decision-makers responsible for overseeing the
implementation of the Governance Plan and

ensuring alignment with organizational goals,
mission, and vision defined in the plan. A
Governance Board is typically made up of six to
nine management-level decision makers Figure 2: Governance Roles and Responsibilities
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representing a cross-section of technical and business units in the organization. When forming a
Governance Board, the level of availability and cooperativeness of the members and the corporate
organizational and political structure should be considered. This is critical to ensure consistent decision-
making will be possible on a regular basis and in a relatively collaborative fashion. The Board meets at
least quarterly to discuss maintenance and evolution of the plan and to adjudicate any escalated issues.

Maintenance ensures changes are made when they should be. The Content Manager oversees the full
body of information stored in the organization’s systems and is responsible for the administration and
maintenance associated with implementing the details of the strategy. The Content Manager also
identifies issues requiring escalation and presents them to the Board.

Support ensures content is created and formatted correctly for the target environment. Authors write the
individual pieces of information, Publishers format them and add any necessary tags and metadata, and
the Review Board, typically chaired by the Content Manager, provides any necessary approval process
before the content is published.

Pillar Three: Policies and Procedures

A Governance Plan outlines simple processes to establish policies for content creation, approval, and
retirement. As shown in Figure 3, workflow approval processes should be outlined for all aspects of
system and information governance. Without this, content management becomes difficult - conflicting,
duplicative, and overlapping content begins to spread and can require a major reset effort to restore
consistency and uniformity. The policies and procedures in the plan should anticipate stakeholders’ needs
and aim to address challenges the organization may face in information management before they
become unmanageable.

A proposal is made for the
addition of a top level
> taxonomy folder

Intranet Director

Organizes a workshop with
Findability Team and the

Disapproval proposal maker

Intranet Director

Folder is added to top level of
taxonomy and document re-
Approval———p] org. OCcurs

Approves or disapproves addition o
top level folder to taxonony

Findability Team Site Owner
Figure 3: Example of Approval Process Flow
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Pillar Four: Communications, Education, and Marketing

The Governance Plan specifies the approach to communications, education, and marketing of the Plan
and its underlying mission to all stakeholders. Governance can only be successful if all users understand
what is expected of them and execute their roles. Moreover, successful information management relies
on content managers and users understanding and leveraging the information being governed.
Successful change management depends on ongoing public communication about the governance
policies to all stakeholders. Ideally, communication should be offered through a variety of media that
might include:

¢ Company-wide emails

e Project Road Map

e Animated tutorials and videos

e Ad-hoc and planned meetings

e Advertisement of the plan in corporate publications

The value statement should be publicized to remind stakeholders why governance controls are important.
Additionally, training on how to follow new procedures may be included as part of an overall stakeholder
governance education plan. Particularly when implementing new procedures that may be perceived as
adding work to already busy staff, training, encouragement, incentives, and recognition are valuable in
bringing people on board.

As the system evolves, communications and outreach to stakeholders are imperative for long-term
success. The Communications Plan should be two-way and all stakeholders should understand the
process to request a change and how to provide feedback on how the Governance Plan is working.
Feedback from stakeholders is essential to the ongoing refinement of roles and practices. Greater
participation in shaping the plan leads to better understanding of how the controls benefit the
organization, procedures better adapted to local needs, a sense of ownership that fosters greater buy-in,
and compliance.

Conclusion

Governance enables the consistent management of information assets and associated processes,
aligned with organizational vision. Just as the Governance Plan assists the organization in adapting
gracefully to change, so the plan itself must be flexible and adapt over time to new roles, objectives, and
technologies. Changes may be driven in a top-down manner from management and business directives,
or bottom-up from users and authors. The clear and transparent decision-making procedures in the
Governance Plan build support and confidence in the organization’s ability to balance system
requirements and general user information needs. Deploying an information system is only the beginning
of information management, not the end. Governance will ensure that the organization’s information
grows sustainably and provides the value and return on investment expected from the system.
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About Project Performance Corporation

Project Performance Corporation is part of the AEA group, a 1,200-person, multi-disciplinary team of
information technology and knowledge management professionals, project management experts,
scientists, technologists, and regulatory specialists. With more than 20 years of experience in information
management and enterprise services implementation, we specialize in delivering effective, reliable
answers to the most complex challenges. At the heart of it all are our people - innovative thinkers, well
versed in business processes and drivers, with unequalled focus on delivering quality products and
services.

About the Author

Ms. Elise Oppenheimer is a Senior Technical Consultant in PPC’s internationally known Knowledge
Management Practice. She specializes in processes and solutions that improve organizational
collaboration and knowledge sharing, including business taxonomy design and portal technologies. For
over 20 years, she has successfully designed, developed, and led advanced technology projects for both
commercial and government clients. Ms. Oppenheimer is a certified PMP with a B.A. in Physics from the
University of Pennsylvania.

For more information contact:

Elise Oppenheimer

Project Performance Corporation

1760 Old Meadow Rd., McLean, Virginia 22102
p: 703.748.6423

e: elise.oppenheimer@ppc.com
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